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1 EXECUTIVE SUMMARY 
Prismatic Services completed a school efficiency study 
for Bedford County Public Schools(BCPS) in May of 
2014.  One of the recommendations from this study 
was for BCPS to complete an Infrastructure 
Improvement Plan for technology.  The goal of this 
plan is to set forth future state strategies for 
technology infrastructure that will support overall 
strategic initiatives in education for BCPS.   

The process to develop this plan was a multi-step 
process which involved completing a Technology 
Assessment culminating in the Technology Assessment 
Report.  This report documented the current state of the 
infrastructure and identified strengths, weaknesses, opportunities and threats which could 
impact the technology infrastructure and related services.  Information identified during this 
assessment was utilized as input to develop the future state goals and strategies which are 
reflected in this plan. 

Overall, the results of the assessment and the outlook for BCPS moving forward are positive.  
BCPS has built a strong foundation for technology infrastructure which is currently working 
well to support schools in the district.  Being able to connect all schools in the district together 
over a network with reasonable speed and throughput given the challenging geography is a 
significant positive.  The computer room at the School Board Office hosts servers supporting 
key applications which all schools rely upon including PowerSchool and Hartland Café 
Enterprise.  In addition, all schools rely on technology in this room to be able to access the 
Internet which is critical during SOL testing.  Recent improvements to power and environmental 
controls have greatly improved this environment.  However, this is currently no fire suppression 
in the computer room.  In the event of a local disaster in this room or the building such as a 
fire, all schools would be impacted and downtime would be significant. 

The network infrastructure at the schools in the district presents one of the greatest challenges 
moving forward.  The network cabling at many of the schools will not allow the networks to 
be upgraded to accommodate necessary speed and bandwidth to meet new demands such 
as 1-to-1 initiatives.  Completely re-cabling these schools would be too costly so it will be 
important for the district to look toward wireless technology to bridge this gap.  While 
wireless has been deployed at each school, coverage and capacity are currently not 
adequate to meet future state needs. 

Recent studies confirm that voice and video are two of the most important technologies for 
schools to utilize for students as well as interacting with parents.  Currently, phone systems in 
the schools do not support basic functions which are important to teachers and parents such as 
an automated attendant function and voice mail.  Most schools do not have phones in the 
classrooms presenting challenges for teachers to communicate.  Existing capabilities to utilize 
video as an instructional tool within the schools is limited at most schools while a limited 
number of schools have extensive capabilities which are not fully utilized.  As a result, there is 
little consistency when it comes to utilizing video infrastructure and technology. 

BCPS has been working toward implementing digital video surveillance technology in all 
schools to improve physical security.  While not complete, this initiative is making good 
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process.  The enterprise platform which has been chosen to support this function is a robust 
platform which will serve the district into the future.  At the current time, there is a mix of old 
and new technology serving these needs.  Video surveillance technology is being used 
primarily “after the fact” to view historic events.  Every school could improve upon physical 
security by deploying a monitor in a prominent location in the offices of the schools to allow 
administrative personnel to “actively” monitor entrances and other current activities. 

The strategies defined in this plan will allow the district to prepare the technology 
infrastructure to meet the educational and instructional needs for the future.  It will be 
important for BCPS to fund these initiatives and to take action to ensure the infrastructure 
does not hold back important educational initiatives. 

2 SCOPE OF THE PLAN 
This plan represents an improvement plan for technology infrastructure.  Technology 
infrastructure is a comprehensive term which can involve many different aspects of an 
organization’s technology environment.  For the purpose of this plan, the following 
components of the BCPS technology environment were within the scope of this plan. 

 Facilities Supporting Technology Infrastructure 

 Network Infrastructure and Services 
 Wide Area Network 

 Internet Connectivity and Access and Related Equipment 

 Network Cabling 

 Network Devices(i.e. – Routers, Switches) 

 Wireless Networks and Devices  

 Network Services(i.e. - DNS, DHCP, SNTP) 

 Servers, Storage and Backup 

 Technology and Infrastructure Supporting Information Security 

 Infrastructure Supporting Video Distribution and Collaboration 

 Infrastructure Supporting Video Surveillance 

 Infrastructure Supporting Voice and Telephony 

 Infrastructure Supporting User Computing Technology 

 Technology Organization 

Site visits were completed at the following schools and other locations which have significance 
with respect to technology infrastructure. 

Elementary Schools 

 Boonsboro Elementary (BNES) 

 Forest Elementary (FES) 

 New London Academy (NLA) 

 Otter River Elementary (ORES) 

 Thomas Jefferson Elementary (TJES) 

 Bedford Elementary (BES) 

 Bedford Primary (BPS) 

 Big Island Elementary (BIES) 
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 Montvale Elementary (MVES) 

 Thaxton Elementary (TES) 

 Huddleston Elementary (HES) 

 Goodview Elementary (GES) 

 Stewartsville Elementary (SES) 

 Moneta Elementary (MNES) 

High Schools 

 Jefferson Forest High (JFHS) 

 Liberty High (LHS) 

 Bedford Science and Technology Center (BSTC) 

 Staunton River High (SRHS) 

Middle Schools  

 Forest Middle (FMS) 

 Bedford Middle (BMS) 

 Staunton River Middle (SRMS) 

Other 

 School Board Office (SBO) 

3 GOALS AND STRATEGY RECOMMENDATIONS 
This section of the plan outlines goals and strategy 
recommendations for achieving these goals.  These goals and 
strategies are intended to allow BCPS to focus on continuous 
improvement of the infrastructure supporting schools in the 
district along with the back office systems and technology which 

support operations of the school system as well as management of the learning environments within 
the schools. 

3.1 Facilities  
This section is focused upon goals and strategies to improve the facilities which host 
technology including servers, network equipment, telephony and video technology.  This 
includes the facilities at the School Board Office which hosts the primary computer room as 
well as facilities at the schools which have a limited number of servers but a significant 
amount of network infrastructure. 

3.1.1 IMPLEMENT INTEGRATED VIDEO SURVEILLANCE AND ENVIRONMENTAL MONITORING IN COMPUTER 

ROOM 
Currently, there is limited automated monitoring of temperature, humidity, moisture or 
other environmental factors of the primary computer room.  Implementing this type of 
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monitoring in this room may prevent a significant disaster should there be a failure of 
cooling systems, water leak or other issue within this room.  One common solution to handle 
this monitoring is the APC NetBotz solution as shown below.  This single device can monitor 
the following aspects of the computer room: 

 Video Security 

 Temperature Sensor 

 Humidity Sensor 

 Fluid Sensor 

 Smoke Sensor 

Details regarding this device can be found at: http://www.apc.com/products/family/?id=346. 

3.1.2 IMPLEMENT CO-LOCATION SITE TO HOUSE TECHNOLOGY INFRASTRUCTURE 
Currently, the key applications and technology services which all schools depend upon 
including PowerSchool, Hartland Café Enterprise, and Internet access are all dependent 
upon the computer room in the School Board Office.  In the event of a disaster which 
destroys this room such as a local fire, schools would not be able to access PowerSchool, 
cafeterias would not be able to access Café Enterprise and no schools would be able to 
access the Internet.  Because there is currently no disaster recovery plan in place, restoring 
these services would likely take weeks. 

The primary strategy utilized by local government, schools and private industry to address 
this issue is to establish a co-location site where a second computer room can be 
implemented to house technology.  In evaluating existing locations which would be an 
option for BCPS, the following characteristics were considered: 

 Adequate space with a minimum of 150 sq./ft. 

 Adequate power 

 Backup generator 

 Security of the space 

 Stable network connectivity with fiber connectivity to wide area network 

 Adequate physical access 

 Geographically diverse from primary computer room 

Based on existing locations, Jefferson Forest High School (JFHS) appears to have the 
ability to best meet these requirements.  The existing computer room at JFHS has 
adequate space to install 1 or 2 additional equipment racks to house servers and network 
equipment.  The connection between the School Board Office and JFHS is fiber providing 
adequate throughput to handle backups between the sites.  Figure 3.1.2 shows an 
example of this co-location architecture. 
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Figure 3.1.2 

This co-location site is a foundational strategy to achieve the level of disaster resilience 
which is needed by BCPS.  When this strategy is fully implemented, the district will realize 
the following benefits. 
 

1. Disaster resilience for key applications including PowerSchool and Heartland 
Café Enterprise.  In the event the primary computer room is destroyed, 
schools would continue to be able to access these key applications as well as 
others.  In order to realize this benefit, server virtualization strategy 3.3.1 
must also be implemented. 
 

2. Disaster resilience for Internet access through the implementation of strategy 
3.2.3. Through this strategy, a redundant Internet connection would be 
implemented at the co-location site.  This will provide BCPS with two diverse 
Internet connections so that if a disaster destroys the primary computer room 
at the SBO, Internet traffic would be re-routed to the co-location site at 
JFHS.  In addition to resilience, this strategy will also allow BCPS to balance 
Internet traffic across two connections improving overall Internet speed. 

 
3. Geographic diversity for backups through the implementation of strategy 

3.3.2.  Through this strategy, the co-location site would house the backup 
solution utilized to backup data from the primary computer room.  This will 
increase the distance between the running applications and their backups to 
provide protection from a disaster which could impact the SBO and the 
offices across the street from the SBO where backups are currently housed. 

 

3.1.3 UTILIZE SOLARWINDS TO PROACTIVELY MONITOR INFRASTRUCTURE 
BCPS is not currently fully utilizing SolarWinds which is a comprehensive network and 
server monitoring platform.  There is an opportunity to fully implement this tool to provide 

for proactive monitoring of the network as 
w
e
l
l
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 as the server infrastructure.  

 

3.2 Network Infrastructure and Services 
This section is focused upon goals and strategies to improve the network infrastructure and 
related network services which support BCPS.  This includes the wide area network, Internet 
connectivity, network infrastructure and equipment at the head of the network in the School 
Board Office as well as the networks at each of the schools. 

3.2.1 CONTINUE TO IMPROVE WIDE AREA NETWORK CONNECTIVITY 
This goal focuses on continuing to improve the existing wide area network (WAN) which 
interconnects all of the BCPS schools and the School Board Office (SBO).  The minimum 
connection speed is currently 100Mbps.  There is currently a mixture of fiber and 
microwave links interconnecting the schools.  The future state goal will be to have all 
schools connected to the WAN via dedicated fiber providing a consistent 1 Gbps link to 
each school.  This will result in a more reliable network which does not depend on 
microwave which is affected by weather and other factors and will improve overall 
bandwidth on the network backbone. 

BCPS should set forth requirements in the new round of E-Rate funding specifying that the 
provider must provide fiber connectivity to each BCPS school.  This is achievable through 
the existing fiber which is in place along with establishing agreements with Mid Atlantic 
Broadband (MAB) to utilize the MAB fiber which is installed in the schools which are 
currently served via microwave connection.  Requirements should also be set forth that the 
effective throughput and speed into each school must be a minimum of 1Gbps. 

3.2.2 IMPLEMENT NETWORK REDUNDANCY TO SUPPORT CO-LOCATION 
Currently, all schools are reliant upon equipment in the computer room at the School Board 
Office for network connectivity.  In order to establish better disaster resilience for key 
applications and services, the network will be modified to support a co-location 
architecture.  These changes will duplicate the network connectivity and services which are 
currently in the main computer room to the co-location site and establish a data center 
interconnect (DCI).  Should the primary computer room experience a major disaster such as 
a fire or a minor disaster such as an equipment failure, the co-location site will take over 
and allow schools to continue to access key applications and the Internet.  The following 
figure, Figure 3.2.2-1 provides an overview of this architecture. 
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Figure 3.2.2-1 

 
The following are details of this design strategy: 
 

 Currently, Conterra delivers a layer 2 network to BCPS.  All layer 3 functions 
are handled by the layer 3 switches at each school and the router in the 
main computer room.  This design assumes this will continue into the future 
regardless of any changes in vendor as a result of a new round of E-Rate 
funding. 
 

 This strategy will leverage Cisco’s Data Center Interconnect (DCI) architecture 
which is a proven architecture to support co-location and disaster resilience. 
 

 The VLAN which servers are on will be “extended” across both sites.  This will 
ensure that if a server needs to be failed over to the secondary site, it will 
come up with the same IP address allowing clients to connect without changes 
to the server.   

 

 The other component necessary to support this redundant architecture is 
Layer 3 redundancy allowing the sites to have multiple paths to reach either 
data center site. In order for each remote site to reach EITHER the primary 
data center or the alternate data center, it is necessary for the remote site 
switches and the adjacent switches to be running Cisco’s EIGRP routing 
protocol. Each remote site may attempt to access a resource on the server 
subnet which will be present at both the primary and alternate data center 
sites. The Feasible Successor architecture of EIGRP will allow the remote site 
switch to choose an alternate path if either site is down based on the 
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availability of the adjacent switch at either data center site.  To fully 
implement the design and necessary resilience, it will be necessary to fully 
implement EIGRP on all site switches.  Figure 3.2.2-2 shows a detail of this 
architecture.  

 

 
Figure 3.2.2-2 

 

 9 schools rely upon the Cisco WS-3550-12G switches for WAN connectivity.  
These switches have reached their end of life and are no longer supported 
by Cisco.  It is recommended these switches be replaced as part of the WAN 
upgrade. 
 

 9 schools rely upon the Cisco WS-3560G switches for WAN connectivity.  4 
schools rely upon the Cisco WS-3750 switches for WAN connectivity.  These 
switches have reached their end of life.  Cisco will no longer provide support 
for these devices after January 31, 2018.  BCPS can either replace these 
switches as part of this infrastructure plan or continue to monitor their status 
and replace at the end of 2017. 

 

 The recommended replacement for the switches which are at end of life is the 
Catalyst 2960-XR to support advanced layer 3 routing.  The average list 
price on these switches is approximately $2,523.  This is a more cost 
effective option than replacing these switches with the Catalyst 3850 which 
lists for approximately $7,000.  Depending on when these replacement 
devices are ordered may dictate availability of other options.  For the 
purposes of cost estimation and budgeting, these devices will be utilized by 
BCPS should confirm this is the best available option with Cisco before 
ordering these devices.  Please see APPENDIX B for details regarding the 
specifications for the 2960XR. 

3.2.3 IMPLEMENT REDUNDANT INTERNET CONNECTION 
BCPS has an opportunity to improve disaster resilience as well as provide a mechanism to 
diversify and increase Internet bandwidth by adding a second Internet connection at the 
co-location site.  The would provide the ability to divide the Internet traffic having a 
portion going through the SBO office and a portion going through the co-location site thus 
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effectively doubling bandwidth availability.  In addition, should either connection go 
down, all traffic could then be rerouted through the surviving connection through the 
implementation of EIGRP routing as detailed in 3.2.2.  The follow figure, Figure 3.2.3 
reflects the redundant Internet connection architecture. 

Jefferson Forest
High School

School Board
Office

Elementary, Middle and High 
Schools

Conterra Layer 2 Network

InternetInternet

iBoss Web Filter

iBoss Firewall

Core Switch

iBoss Web Filter

iBoss Firewall

iBoss Reporter
Core Switch

 

Figure 3.2.3 

 

The following are details of this design strategy: 
 

 The current Internet connection at the SBO would continue to be maintained.  
Currently, this connection is through Conterra/Shentel.  This is a 300Mbps 
connection which costs approximately $3,300 per month under the existing E-
Rate funding. 
 

 A second Internet connection would be implemented at the co-location site.  
BCPS should evaluate options for this connection.  While the same provider 
providing service at the SBO could be utilized at this site, industry best 
practices would be to utilize a different provider in order to diversify 
service.  This diversity would provide better resilience.  If one provider 
experiences an Internet outage, the other connection would continue to 
operate.  For the purposes of estimating cost, this connection will be 
budgeted at $3,300 per month. 

 

 Implementation of the redundant connection will require deployment of an 
additional iBoss SWG Firewall and iBoss SWG Content Filter.  The existing 
iBoss Enterprise Reporter implemented at the SBO can be utilized for both 
connections.  The cost of these new devices will be approximately $15,000. 
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 This architecture will allow BCPS to load balance across the two Internet 
connections dynamically utilizing EIGRP or support failover utilizing multiple 
gateways of last resort or IP SLA to detect the existence of the Internet 
connection and failover to the other should the connection be down. 

 

 This architecture is not designed to support dynamic routing and failover of 
incoming Internet connections.  In the event of a disaster which disables the 
primary Internet connection, BCPS will manually change DNS to point the 
appropriate DNS entry to an external IP address on the alternate Internet 
connection. 

3.2.4 IMPLEMENT VLANS TO IMPROVE SECURITY AND PERFORMANCE 
Looking toward the future, industry best practice is to have data, voice and video traffic 
separated on the network.  VLANs support grouping hosts or devices with a common set of 
requirements regardless of their physical location. A VLAN has the same attributes as a 
physical local area network (LAN), but it allows for devices to be grouped together more 
easily even if they are not on the same switch.  It is recommended that BCPS establish 
separate VLANs at each site to support separation of traffic for security and 
performance. 

 Student VLAN 

 Administration VLAN 

 Video Surveillance and Access Control VLAN 

 Voice VLAN 

In addition to these VLANs at each school site, both the SBO and Co-Location site will 
have a separate VLAN for servers because that VLAN will need to be extended across 
the two sites. 

3.2.5 IMPROVE NETWORK DISTRIBUTION AND ACCESS INFRASTRUCTURE WITHIN EACH SCHOOL 
As part of the development of this plan, network infrastructure at each school was 
reviewed.  This review included the cabling, switches, wireless access points and other 
devices utilized to support the connections to the network.  In evaluating these components 
at each school, the following attributes were assessed: 

 Type of Cabling Utilized to Interconnect Access and Distribution Switches within the 
Site Otherwise Known as the Network Backbone 

 Type of Cabling Running from Access Switches into the Wall Jacks 

 Method Utilized for Terminating the Cabling 

 How Switches are Interconnected 

 Speed of the Network Backbone 

 Speed of the Switch Ports Running to the Wall Jacks 

The following table provides a summary of the information which was collected with 
respect to the cabling infrastructure at each school.  Cabling in the school sites has 
“evolved” over time.  Most of the cabling was not installed by professional technicians but 
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instead implemented by volunteers or other staff.  As a result, the overall cabling 
infrastructure within the schools presents some challenges. 

 
 
 

School 

Network
Distribution
Backbone 

Type 

Network
Distribution
Backbone 
Speed 

Network
Access 
(Wired) 
Type 

Network 
Access 
Speed 

Boonsboro Elementary (BNES)  CAT5/5E 100 Mbps CAT5 100 Mbps 

Forest Elementary (FES)  CAT5E 1Gb CAT5/5E 100 Mbps 

New London Academy (NLA)  CAT5E 1Gb CAT5/5E 100 Mbps 

Otter River Elementary (ORES)  CAT5/5E 100 Mbps CAT5/5E 100 Mbps 

Thomas Jefferson Elementary (TJES) CAT5E 100 Mbps CAT5 100 Mbps 

Bedford Elementary (BES)  CAT5/5E 100 Mbps CAT5/5E 1Gb/100 Mbps 

Bedford Primary (BPS)  CAT5/5E 100 Mbps CAT5 1Gb/100 Mbps 

Big Island Elementary (BIES)  CAT5/5E 100 Mbps CAT5 100 Mbps 

Montvale Elementary (MVES)  Fiber/CAT5E 1Gb CAT5 100 Mbps 

Thaxton Elementary (TES)  CAT5/5E 100 Mbps CAT5/5E 1Gb/100 Mbps 

Huddleston Elementary (HES)  CAT5/5E 1Gb CAT5/5E 1Gb/100 Mbps 

Goodview Elementary (GES)  CAT5/5E 1Gb CAT5/5E 1Gb/100 Mbps 

Stewartsville Elementary (SES)  CAT5/5E 100 Mbps CAT5/5E 100 Mbps 

Moneta Elementary (MNES)  CAT5E 1Gb CAT5/5E 1Gb/100 Mbps 

Jefferson Forest High (JFHS)  Fiber/CAT6 1Gb CAT5E/6 100 Mbps 

Liberty High (LHS)  Fiber/CAT5E 1Gb CAT5/5E 1Gb/100 Mbps 

Bedford Science and Technology 
Center (BSTC) 

Fiber/CAT5E 1Gb CAT5/5E 100 Mbps 

Staunton River High (SRHS)  Fiber/CAT5E 1Gb CAT5E 100 Mbps 

Forest Middle (FMS)  Fiber/CAT5E 1Gb CAT5/5E 100 Mbps 

Bedford Middle (BMS)  CAT5E 1Gb CAT5/5E 100 Mbps 

Staunton River Middle (SRMS)  Fiber/CAT5E 1Gb CAT5/5E 100 Mbps 

  

The following is a summary of the findings related to the current cabling infrastructure. 

1. Industry best practices and the overall goal for BCPS would be to have a network 
distribution backbone within each school that would support a minimum of 1 Gbps 
which is the data transfer rate on the network backbone.  While 1 Gbps is currently 
the existing standard, many new schools are being implemented with a 10 Gbps 
network backbone to handle the increasing demands on the network.  In the chart 
above, where the Network Distribution Type of highlighted in RED, these schools cannot 
support a 1 Gbps backbone due to limitations in the cabling.  Schools highlighted in 
GREEN will support a 1 Gbps backbone.  None of the schools will currently support a 
full 10 Gbps backbone as this would require 100% fiber deployment or deployment 
of CAT6A copper. 

 
2. Industry best practices and the overall goal for BCPS would be to support a speed of 

1 Gbps to the desktop.  In the chart above where the column Network Access Type is 
highlighted in RED, these schools cannot support 1 Gbps to the desktop or wall jack 
due to limitations in the cabling.  Schools highlighted in GREEN can support 1 Gbps to 
the desktop. 
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3. In addition to the actual cabling, the implementation of the existing cabling varies 
greatly.  The following photos reflect the two different ends of the spectrum.  
Essentially, if the cabling is not properly terminated or routed, problems are likely to 
occur. 

 

  
 

The following strategies are recommended in order to bring the current network 
infrastructure at the schools up to current industry standards and to establish infrastructure 
which will support future state network and communication requirements.  The future state 
network at each school will have the following characteristics: 

1. Replacement of Network Backbone Cabling with Fiber or CAT6A Copper 
Supporting 1Gbps Initially and Up to 10 Gbps for the Future 
 

2. Replacement of Existing Access and Distribution Switches with Switches 
Supporting 1GBps Initially and Up to 10 Gbps for the Future 
 

3. Use of Legacy Cabling and Wall Jacks will be Replaced with Wireless 
Technology to Support Current and Future Client Access 

 

3.2.5.1 Do Not Upgrade Network Cabling to Support Client Access 

Most network cabling which runs from the distribution and access switches to the walls is 
obsolete supporting only 100 Mbps.  Replacing all obsolete network cabling within each 
school would be a significant effort and cost with limited return on investment.  In 
addition, wired network connections are becoming obsolete and are being replaced with 
wireless technology to support client access.  As a result, existing cabling to the wall 
jacks should not be replaced. 



 

 

15 Bedford County Public Schools – Infrastructure Improvement Plan 

Page 15 of 50 

3.2.5.2 Upgrade Network Backbone Cabling 

In order to bring the network backbones within the schools up to current industry 
standards, the cabling must be either CAT5E or fiber to support 1Gbps 
speed/throughout.  In order to future proof the network backbone to support speed 
beyond 1 Gbps, the backbone must be fiber or CAT6A copper.  It is recommended 
BCPS replace the network backbone cabling in each school over time.  Schools which 
cannot support 1Gbps today should be the highest priorities.  The backbone in these 
schools should be upgraded to fiber to avoid issues with electro-magnetic interference 
(EMI) which can sometimes accompany the use of copper.  While copper would be 
cheaper, fiber is a better choice for future proofing the network backbones in these 
schools.  The following is a summary of the cost of fiber versus CAT6A copper. 

62.5/125 Micron Fiber: $201,885 
Cost Per Switch:   $497 

CAT6A Plenum Copper: $156,580 
Cost Per Switch:   $276 

The costs as estimated are based upon the following assumptions. 

 BCPS IT personnel will be responsible for leading these replacement 
projects. 
 

 Contract resources will be utilized where applicable to handle the 
distribution of cable and/or fiber between distribution and access switches. 
 

 BCPS personnel will be responsible for handling cable terminations. 
 

 Cabling costs are estimated based upon cabling runs between backbone 
switches.  While it is possible that the number and location of backbone 
switches could change slightly, current number and location of switches was 
utilized for estimation purposes. 
 

 Runs between the switches are estimated at 150ft. 
 

 Fiber costs were estimate utilizing 62.5/125 multi-mode fiber with pre-
terminated assemblies. 
 

 Labor costs are estimated at 40 hours at $125/hr. 

The following table provides a summary of estimated implementation cost by school.  
This table also identifies recommended implementation phase as either Sub-Phase 1 
or Sub-Phase 2.  Per the implementation plan in Section 4, all network infrastructure at 
the schools will be part of Phase 4 implementation.  Schools identified as Sub-Phase 1 
are schools which cannot currently support 1Gbps on their backbone.  Sub-Phase 2 
schools currently have adequate cabling to support a minimum 1Gbps network 
backbone. 
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School  Phase 
Total 
Switch
Count 

Fiber  Labor 
Total 
Using 
Fiber 

Boonsboro Elementary (BNES)  SUB 1  7  3479  5000  8479 

Forest Elementary (FES)  SUB 2  10  4970  5000  9970 

New London Academy (NLA)  SUB 2  6  2982  5000  7982 

Otter River Elementary (ORES)  SUB 2  5  2485  5000  7485 

Thomas Jefferson Elementary (TJES)  SUB 2  12  5964  5000  10964 

Bedford Elementary (BES)  SUB 1  8  3976  5000  8976 

Bedford Primary (BPS)  SUB 1  6  2982  5000  7982 

Big Island Elementary (BIES)  SUB 1  5  2485  5000  7485 

Montvale Elementary (MVES)  SUB 2  9  4473  5000  9473 

Huddleston Elementary (HES)  SUB 1  3  1491  5000  6491 

Goodview Elementary (GES)  SUB 1  12  5964  5000  10964 

Stewartsville Elementary (SES)  SUB 1  8  3976  5000  8976 

Moneta Elementary (MNES)  SUB 2  4  1988  5000  6988 

Elementary School Total     95  47,215  65,000  112,215 

Jefferson Forest High (JFHS)  SUB 2  25  12425  5000  17425 

Liberty High (LHS)  SUB 2  17  8449  5000  13449 

Bedford Science and Technology Center 
(BSTC) 

SUB 2  15  7455  5000  12455 

Staunton River High (SRHS)  SUB 2  19  9443  5000  14443 

High School Total     76  37,772  20,000  57,772 

Forest Middle (FMS)  SUB 2  14  6958  5000  11958 

Bedford Middle (BMS)  SUB 2  11  5467  5000  10467 

Staunton River Middle (SRMS)  SUB 2  9  4473  5000  9473 

Middle School Total    34  16,898  15,000  31,898 

BCPS Total    205  101,885  100,000  201,885 

 

While this table presents a potential implementation strategy, other priorities as well as 
funding will likely impact this implementation.  BCPS should evaluate and adjust this 
implementation plan based upon the needs of other strategic initiatives as well as the 
availability of funding which was undetermined at the time this plan was developed. 

This recommendation should be executed in concert with 3.2.5.3 to replace the switches 
which support the network backbone on a school by school basis.   

3.2.5.3 Replace Distribution/Access Switches to Support 1Gbps Backbone 

Over 80% of switches utilized to support network distribution and access are Cisco 24 
port or 48 port layer 2 switches such as the WS-C2960-48TC-L, WS-C2960S-48TS-L, 
WS-C2960-48TT-L, or WS-C2950G-48-EL.  Manufacturer warranties are expired on 
most all of these switches.    While the current recommended industry standard is 1Gbps 
to the desktop, these switches will only support 1/10 of that speed at 100Mbps.   

The following table shows a summary of the switches which are currently deployed at 
each of the schools. 
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School 

Total
Switch
Count 

Cisco
2950 
100Mb 

Cisco
2960 
100Mb 

Cisco
2960S 
1GB 

Cisco 
SG200 

1GB/POE 

 
3‐COM 
100Mb 

Boonsboro Elementary (BNES) 7 4 3   

Forest Elementary (FES)  10 6 4   

New London Academy (NLA) 6 1 5   

Otter River Elementary (ORES) 5 4 1   

Thomas Jefferson Elementary (TJES) 12 7 5   

Bedford Elementary (BES)  8 2 5 1    

Bedford Primary (BPS)  6 5 1    

Big Island Elementary (BIES) 5 2 3   

Montvale Elementary (MVES) 9 1 8   

Thaxton Elementary (TES)  8 2 5 1    

Huddleston Elementary (HES) 3  3    

Goodview Elementary (GES) 12 3 4 2 2  1 

Stewartsville Elementary (SES) 8 8   

Moneta Elementary (MNES) 4  4    

Elementary School Total 103 32 56 12 2  1 

Jefferson Forest High (JFHS) 25 9 16   

Liberty High (LHS)  17 15 2   

Bedford Science and Technology 
Center (BSTC) 

15 1 8 6    

Staunton River High (SRHS) 19 12 7   

High School Total 76 37 33 6 0  0 

Forest Middle (FMS)  14 8 6   

Bedford Middle (BMS)  11 2 8 1    

Staunton River Middle (SRMS) 9 1 8   

Middle School Total 34 11 22 1 0  0 

BCPS Total 213 80 111 19 2  1 

 

This strategy will focus on planning for the replacement of obsolete switches.  By 
replacing these switches with current hardware, BCPS will be able to fully implement a 
gigabit backbone in each of the schools bringing these schools up to current industry 
standards.  In addition, hardware will be under warranty and supported by Cisco in the 
event we need technical support on the hardware.  The following is a summary of the 
design characteristics which were utilized in developing estimated costs for replacing the 
access and distribution switches. 

 These cost estimates are focused on replacing existing switches to implement a 
high speed gigabit backbone at each school in the short term and to support 
a modular architecture to support upgrade to 10 gigabit in the future without 
replacing the switches. 
 

 Cost estimates are based upon 24-port POE switches.  While it is understood, 
there are currently some 48 port switches in use, this strategy is focused upon 
establishing a high speed backbone, not supporting 1Gbps to all existing wall 
jacks.  Existing switches supporting the current wall jacks will remain in place in 
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the short term and will be connected to the backbone to continue to provide 
connectivity to the existing wall jacks. 
 

 Cost estimates are based upon the Cisco Catalyst 2960X 24 GB Ports with 
370W PoE and 4 1GB or 2 10G uplinks.  Cost of these switches is estimated 
at $1,985.  Please see APPENDIX B for details regarding the specifications of 
these switches. 

The following table provides a summary of the estimated switch replacement cost for 
each of the schools in the district. 

 
School 

Total 
Switch 
Count 

Distribution and 
Access Switch 

Replacement Cost 

Boonsboro Elementary (BNES)  7  13895 

Forest Elementary (FES)  10  19850 

New London Academy (NLA)  6  11910 

Otter River Elementary (ORES)  5  9925 

Thomas Jefferson Elementary (TJES)  12  23820 

Bedford Elementary (BES)  8  15880 

Bedford Primary (BPS)  6  11910 

Big Island Elementary (BIES)  5  9925 

Montvale Elementary (MVES)  9  17865 

Huddleston Elementary (HES)  3  5955 

Goodview Elementary (GES)  12  23820 

Stewartsville Elementary (SES)  8  15880 

Moneta Elementary (MNES)  4  7940 

Elementary School Total  95  188,575 

Jefferson Forest High (JFHS)  25  49625 

Liberty High (LHS)  17  33745 

Bedford Science and Technology Center(BSTC)  15  29775 

Staunton River High (SRHS)  19  37715 

High School Total  76  150,860 

Forest Middle (FMS)  14  27790 

Bedford Middle (BMS)  11  21835 

Staunton River Middle (SRMS)  9  17865 

Middle School Total  34  67,490 

BCPS Total  205  406,925 

 

3.2.5.4 Improve Wireless Density to Support Client Access 

A 1-to-1 initiative where each student has a laptop or tablet will typically require one 
access point per classroom.  The existing implementation does not have that type of 
density at this time.  In addition, the existing backbone supporting connectivity to access 
points would also not handle the load which would be placed on the backbone with a 1-
to-1 initiative.  It is recommended that the existing Meraki MR-18 access points which are 
deployed be left in place to support broad wireless coverage within each school.  
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Deployment of new access points to establish the necessary wireless density will utilize 
newer technology which can support greater bandwidth and capacity.  The following is 
a summary of the design characteristics which were utilized in developing the estimate to 
fully implement wireless in all schools. 

 Industry best practice is to implement a wireless access point in each 
classroom.  This is necessary for elementary, middle and high schools to 
support a model where each student has a computer in the classroom.  For 
elementary schools, the district is moving toward mobile labs where on any 
given day, there could be 30 iPads or laptops in a classroom.  The classroom 
needs the capacity to support connectivity for this type of client density. 
 

 The Cisco Meraki MR32 802.11ac access point with a list price of $799 was 
utilized in estimating the deployment costs for each school.  This access point is 
backward compatible and will support legacy access for 802.11 b/g/n as 
well 802.11ac which provides 1Gbps wireless client access.  Please see 
APPENDIX C for details regarding the specifications of these access points. 

 

 The Meraki model is based upon a hosted management model.  Instead of 
implementing internal infrastructure to manage wireless, the Meraki access 
points leverage a hosted management framework.  The list price for this 
managed service is $150 per year for each access point. 

 

 Costs for fully implementing wireless are based upon the estimated number of 
classrooms in each school. 

 
The following table provides a summary of the estimated cost for fully deploying 
wireless for each school. 

 
School 

 
Classrooms
(Estimated) 

Access 
Point 
Cost 

Access 
Point 

Yearly Fee 

Boonsboro Elementary (BNES)  25  19975  3750 

Forest Elementary (FES)  20  15980  3000 

New London Academy (NLA)  23  18377  3450 

Otter River Elementary (ORES)  17  13583  2550 

Thomas Jefferson Elementary (TJES)  39  31161  5850 

Bedford Elementary (BES)  33  26367  4950 

Bedford Primary (BPS)  21  16779  3150 

Big Island Elementary (BIES)  22  17578  3300 

Montvale Elementary (MVES)  16  12784  2400 

Huddleston Elementary (HES)  11  8789  1650 

Goodview Elementary (GES)  37  29563  5550 

Stewartsville Elementary (SES)  34  27166  5100 

Moneta Elementary (MNES)  25  19975  3750 

Elementary School Total  323  258,077  48,450 

Jefferson Forest High (JFHS)  90  71910  13500 
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School 

 
Classrooms
(Estimated) 

Access 
Point 
Cost 

Access 
Point 

Yearly Fee 

Liberty High (LHS)  60  47940  9000 

Bedford Science and Technology Center(BSTC)  26  20774  3900 

Staunton River High (SRHS)  73  58327  10950 

High School Total  249  198,951  37,350 

Forest Middle (FMS)  71  56729  10650 

Bedford Middle (BMS)  36  28764  5400 

Staunton River Middle (SRMS)  45  35955  6750 

Middle School Total  152  121,448  22,800 

BCPS Total  724  578,476  108,600 

 

3.2.5.5 Clean Up Existing Cabling Terminations 

While BCPS has made significant strides cleaning up many of the cable terminations in 
schools, there are a significant number of implementations that need to be cleaned up.  
Based on existing workload of the Network Administrator, the most efficient way of 
getting this done will be to have the Network Administrator oversee this work while 
allowing an external contractor to actually complete the cleanup. 

3.2.6 IMPROVE DHCP RESILIENCE 
Currently, if a server at a school should fail, there is no backup mechanism to handle 
automatic IP address assignment.  This is not a significant issue at this point because a 1-
to-1 computing model for students has not been implemented.  However, as that model 
progresses, this service will become more important.  Each server at each school currently 
hosts the scope for that school.  BCPS can improve resilience for this service by 
implementing scopes for each school on a centralized DHCP server.  These scopes would 
be de-activated.  In the event the DHCP server at the school fails, the scope can then be 
manually activated.  This will require that the core switch at each school be configured to 
pass DHCP requests across the WAN via IPHELPER to the DHCP server running in the 
computer room which is hosting the backup scopes. 

3.3 Servers, Storage and Backup 
This section is focused on goals and strategies to improve the server, storage and backup 
infrastructure for BCPS.  This includes servers, storage and backup for servers located in the 
School Board Office main computer facility as well as servers distributed at each of the 
schools. 

3.3.1 IMPLEMENT SERVER VIRTUALIZATION  
BCPS should implement server virtualization and replication technology to reduce server 
footprint, improve expandability and enhance system resilience.  BCPS has approximately 
55 physical servers throughout the district with approximately half residing in the main 
computer room supporting most of the districts key systems.  There is a single system 
engineer supporting all of these servers.  While these servers are backed up, there is no 
disaster resilience or recovery strategy.   
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Contemporary server virtualization technology will provide BCPS with a number of 
benefits including: 

 Decrease the overall physical server footprint  

 Reduce replacement costs for existing physical servers which are out of warranty 
coverage or which will be out of warranty cover soon 

 Reduce power consumption 

 Improve management efficiency by reducing the number of servers which have to be 
managed 

 Support the ability to utilize this technology to improve disaster resilience.  To provide 
resilience, BCPS will leverage the co-location strategy as described in 3.1.2.   

The following are characteristics of this strategy: 

 The recommended server virtualization platform for BCPS is VMWare vSphere which 
is the industry leader in server virtualization. 
 

 BCPS will implement a VMWare vSphere host in the primary computer room at the 
SBO.  Please see Appendix D for recommended server specifications. 
 

 A second vSphere host will be implemented at the co-location site.  Please see 
Appendix D for recommended server specifications. 
 

 VMWare Essentials Plus Kit as described in Appendix E, will provide vSphere licenses 
for these two servers as well as a third license for a future server.  The Essentials Plus 
Kit also incorporates vSphere Replication which will provide the ability to replicate 
virtual servers from the primary computer room to the co-location site at JFHS. 

 

The following figure, Figure 3.3.1, provides an overview of the server virtualization 
architecture. 

Jefferson Forest
High School

Computer Room

School Board Office
Computer Room

Gigabit Backbone Gigabit Backbone

WAN

vSphere Host
Dell R720

Replication for
Resilience

vSphere Host
Dell R720

 

Figure 3.3.1 



 

 

22 Bedford County Public Schools – Infrastructure Improvement Plan 

Page 22 of 50 

3.3.2 UTILIZE COMBINATION OF LOCAL AND CLOUD BACKUPS TO ENHANCE DISASTER RESILIENCE 
Many organizations are utilizing a combination of local backups coupled with automated 
cloud-based backup to significantly improve disaster 
resilience.  With this type of solution, backups would 
still occur across the network to a device located on 
the network.  Backups would then be migrated offsite 
asynchronously to a cloud-based backup provider.  In 
the event of a local disaster, data can be restored from the local backup.  In the event of 
a regional disaster, data would be restored from the off-site cloud backup. 

The following are characteristics of this strategy. 

 It is recommended that BCPS evaluate the Barracuda Backup 890 backup 
appliance.  This is a proven solution that is being utilized by many of Virtual IT’s 
clients.  Details regarding this solution can be found in Appendix F.  The list 
price for this device is approximately $19,000. 
   

 This device should be placed at the co-location site.  Backups would occur 
across the WAN from each school and from the primary computer room at the 
SBO to this backup server resulting in immediate off-site backups. 

 

 Barracuda Backup Cloud Storage is an optional service which BCPS may elect 
to implement at any time.  This service would allow backups from the backup 
appliance to be replicated to cloud-based storage on the Internet providing for 
geographic diversity of backups.  The list price on this service is approximately 
$10,000/year for unlimited storage. 

 

The following figure, Figure 3.3.2, provides an overview of the architecture for this 
recommendation. 
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 Figure 3.3.2 

3.4 Information and Physical Security 
This section is focused on goals and strategies which relate to information and physical 
security.  Information security is a broad component of the infrastructure and includes 
perimeter network security infrastructure such as firewalls, internal security infrastructure 
such as virus protection, encryption of network connections, network connectivity methods 
and many other components.  Another important component of information security is 
security policy.  A strong security posture beings with a strong security policy.  

Physical security systems including video surveillance and access control have typically been 
a standalone environment.  However, within the last 5 to 7 years, this technology has 
converged with the network and now relies upon many of the same concepts, services and 
technology which is utilized to allow students to utilize a computer.  The same group 
responsible for networks and servers, Information Technology, is also responsible for the 

technology utilized to support video surveillance within the school 
system.  

BCPS has implemented a number of measures to improve security 
within the school system over the past year including 
implementation of Visitor Registration Systems at all schools as well 
as implementation of Video Surveillance solutions at most schools 
with full implementation for all schools planned within the next 

year. 

3.4.1 IMPLEMENT DMZ TO IMPROVE INTERNET SECURITY 
Industry best practice for Internet security suggests that no traffic be allowed to pass from 
the public Internet directly into the internal network.  It is recommended that firewall rules 
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allow traffic to travel from the public Internet into a “DMZ” network which is separated 
from the internal network.  This type of architecture prevents a situation where a hacker 
could potentially hijack a connection and gain access to the internal network.  Currently, 
the existing configuration permits network traffic to pass from the external interface of the 
firewall directly into the internal network without the use of a DMZ network. 

3.4.2 IMPLEMENT VIDEO MATRIX TO IMPROVE ACCESS SECURITY AND MONITORING 
It was noted that many of the schools have video surveillance technology 
but that technology is not visible to school administration personnel to 
enable them to monitor access in real-time.  Monitors like the monitor 
shown on the right are typically in a back equipment room.  The video 
appears to be utilized only for “after the fact” type of events.   

Best practices are to have a large matrix monitor 
than shows cameras which monitor each building 
entry point.  In the event there is motion at an entry 
point, the camera shows an alarm indicating motion 
which would draw the attention of administration 
personnel.  The only facility which had a large 
monitor with a video matrix was Bedford Science 
and Technology Center (BSTC). 

The following is a summary of the characteristics of this recommendation. 

 Implement 32” monitor in a visible location in the office at each school.  
Approximate cost of these monitors would be $500/ea. 
 

 Implemented dedicated computer which would connect to the monitor as well as 
the network and would then connect to the video surveillance system.  
Approximate cost of this computer would be $500/ea. 

 

 Total cost per school would be $1,000. 

3.4.3 WORK WITH BEDFORD COUNTY SHERIFF’S DEPARTMENT TO DEPLOY REMOTE VIDEO ACCESS 
VICON is the solution which is currently being implemented 
within schools in the district.  VICON provides free licenses to 
law enforcement to support remote access.  Industry best 
practices support the ability for law enforcement to have 
remote access to video within each school to allow them to 
assess and monitor potential situations should they occur within 
a school.  

3.4.4 IMPLEMENT ENTERPRISE ACCESS CONTROL TO IMPROVE OVERALL PHYSICAL SECURITY POSTURE 
As a result of recent incidents in our society, school systems across the county have been 
continually working to evaluate security within our school systems.  There is no one solution 
to ensure complete protection of our schools.  We must continually strive to improve 
security over time.  BCPS has taken a number of measures to improve security within the 
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school systems including implementing a visitor registration system at each school as well 
as implementing video surveillance at many schools already with full implementation 
planned for the near future.  

Another measure which is becoming commonplace across 
school districts in Virginia and across the county is 
implementing technology to control access to our schools.  
Surrounding counties such as Roanoke County have 
implemented a policy which mandates that all exterior 

doors are locked during school hours.  In concert with this policy, an enterprise access 
control system was implemented.  In order to enter a school, you must have a valid ID 
badge which also serves as an “electronic key” to permit access to authorized users.  
Visitors must communicate with administrative personnel to gain access. 

Strategy 3.4.4 recommends implementation of real-time monitoring of school entry points 
utilizing video surveillance technology.  This is a great first step in securing the school 
perimeter.  The next step will be to lock down the perimeter and implement enterprise 
access control to support authorized access and eliminate unauthorized access. 

3.5 Video Distribution and Collaboration 
Existing capabilities to utilize video as an instructional tool within the schools is limited at 
most schools.  Many schools have only a small TV and VCR.  There is little consistency with 
the use of video infrastructure and technology.  The existing video infrastructure is focused 
on a model where video content from a cable provider is distributed through a channel 
multiplexor allowing classrooms to choose content from the cable provider.  Video is then 
displayed on a small TV in the classroom.  Schools utilize a combination of Shentel and DISH 
Networks for service which is made available to the schools free of charge.  These providers 
also supply the channel multiplexors which are utilized to distribute the video through the 
coax infrastructure within each school.  While a comprehensive study on the use of video for 
instruction was not completed as part of the infrastructure plan, it does not appear that 
video is a highly utilized technology in the existing instruction model. 

Although the impact of video and multimedia technologies in educational outcomes is a field 
of ongoing research, the impact of video in education can be summarized by three key 
concepts: 

1. Interactivity with content (the learner relates to visual content, whether 
verbally, by note taking or thinking, or by applying concepts) 
 

2. Engagement (the learner connects to the visual content, becoming drawn in by 
video, whether on-demand or real-time) 

 
3. Knowledge transfer and memory (the learner may remember and retain 

concepts better than with other instructional media) 

Because video combines many kinds of data (images, motion, sounds, text) in a 
complementary fashion, learning can be adjusted more easily than with other tools to the 
diverse learning styles and individual learning pace of students. With video, the learner has 
more control over the information they receive and an additional opportunity for deeper 
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learning by being able to stop, rewind, fast-forward, and replay content as many times as 
needed. 

The following figure, Figure 3.5, provides an overview of the Drivers, Barriers and Success 
Factors for implementing video in education.  This information was obtained from The Impact 
of Broadcast and Streaming Video in Education which is a study commissioned by Cisco and 
completed by Wainhouse Research, LLC. 

 

Figure 3.5 

The following strategies are focused on improvements to the infrastructure or 
recommendations for transforming the way video is being utilized by the district.  While 
these strategies are a good starting point from an infrastructure perspective, it is imperative 
that the district evaluate the use of video from an instruction perspective and develop 
instruction-based goals and strategies which focus on incorporating video into the future 
state instruction model.  The following strategies will then need to be adapted to fully match 
the overarching strategic goals for instruction.   

3.5.1 TRANSITION TO A CONTEMPORARY STRATEGY TO INTEGRATE VIDEO INTO INSTRUCTION 
Instead of using TV’s, video should be delivered 
over the network to client devices such as iPads or 
laptops.  Instead of having students watch a TV in 
a classroom with content from the local cable 
provider, content will be delivered on-demand 
from the source directly to the student.  Use of 
video will move from a “broadcast” model with 
limited control to a “webcast” model where students access video content on demand 
through web-based delivery services. 

From an infrastructure perspective, this strategy has the following characteristics: 
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 This strategy will supplant the need for TVs in the classroom.  As a result, there is 
no need to plan for upgrade or replacement of these devices. 
 

 This strategy will depend significantly on the strategies to upgrade the networks 
both in the schools as well as the wide area network and the Internet in order to 
provide adequate network capacity. 

 

 The district must determine the source of the content which will be available for use in 
instruction.  It is likely that the content which would be utilized in instruction would come 
from a variety of sources including but not limited to: 

 

 Content from Internet-based learning providers 
 

 Pre-recorded lectures from BCPS teachers 
 

 Live lectures either internal or external 
 

 To fully leverage video and integrate video into the learning environment, the most 
effective solution will be to employ a comprehensive online learning and collaboration 
tool such as Blackboard Collaborate.  This platform provides a number of benefits 
including: 

 

 Extend the Brick-and-Mortar classroom to make online classes available to any 
student in the district regardless of their location. 

 

 Utilize as a web conferencing tool for teachers and administrators. 
 

 Students would work from 
Blackboard as their learning 
desktop with access to lesson plans, 
documents supporting instruction, 
video supporting instruction as well 
as a number of other tools.  

 

 Students would have access to the 
same information away from school 
utilizing school supplied devices or 
their own personal devices. 

 

 Special needs students can utilize the learning platform from home to integrate 
into the mainstream learning population. 

 

 The district may be able to save costs in several areas including transportation to 
be able to fund the use of a tool such as Blackboard.  That is beyond the scope of 
this study but should be explored by BCPS. 
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 Blackboard Collaborate is a hosted platform and pay as you go model.  BCPS 
could implement this tool without any infrastructure upgrades specific to video and 
collaboration.  It would be implemented in a pilot phase with the existing network 
infrastructure.  However, to fully deploy, the network infrastructure upgrades 
which have been identified must be completed. 

 

 The cost of Blackboard Collaborate is estimated at approximately $5 per student 
per year. 

 

 While Blackboard Collaborate would be the optimum solution, other lower cost 
alternatives for integrating video into the learning experience are also available 
including: 

 

 WebEx 
Web video conferencing is another option which can be explored.  While WebEx 
does not provide a comprehensive platform for education, it does provide a 
comprehensive platform for online collaboration.  WebEx would allow BCPS to 
implement a collaborative virtual classroom environment with multi-point video.  

Students could join a “conference” or 
“class” and teachers could present 
content via video or through sharing 
content utilizing WebEx.  Students would 
still have the ability to ask questions 
verbally or through an online chat 
mechanism.  WebEx is also a hosted 
service which would alleviate the support 
requirements of an internally hosted 

system such as Moodle which is an open source alternative.  WebEx provide both 
the video as well as the ability to integrate other content into the sessions where 
solutions such as Skype would be video only.  WebEx is also a pay as you go 
type of model so doing a proof of concept with WebEx would be very 
inexpensive and would allow BCPS to grow the solution as needed.  WebEx 
would be the recommendation behind Blackboard Collaborate. 

 

 Moodle 
Moodle is a free, online Learning Management system enabling educators to 
create their own private website filled with dynamic courses that extend learning, 
anytime, anywhere. This is an open source learning management system which 
BCPS would need to implement on its own infrastructure.  This is a viable option if 
Blackboard Collaborate is not feasible due to cost.  However, it should be noted 
that the overall support cost for Moodle will be greater because BCPS personnel 
will be responsible for managing the platform.  Moodle does not incorporate 
real-time video so it would need to be utilized in conjunction with Skype, WebEx 
or other video conferencing tool. 
 

 Skype 
This online communication tool offers video chat facility for improved 
communication. This would be a low cost alternative to provide for virtual 
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classrooms but would not have the advanced learning tools incorporated into the 
tool which are available through Blackboard. 
 
 
 

3.5.2 CLEAN UP EXISTING IMPLEMENTATIONS  
While the existing cable or satellite TV service and the video distribution equipment at 
each school is not a long-term solution, the district would still benefit from cleaning up the 
existing implementations to make the facilities more astatically pleasing while enhancing 
usability of these solutions.  One reason that these solutions are not widely utilized is 
because there are few individuals at the schools who know how to use the equipment.  
BCPS should either encourage the providers to clean up their equipment, which is what 
occurred in the example below on the left, or BCPS should direct the zone technicians 
responsible for each school to handle improving the existing implementations. 

 
 

Bedford Elementary School 

 
 

Liberty High School 
 

 

3.6 Voice and Telephony 
Much like security technology, there has been a convergence of voice and telephony onto 
the network.  Many organizations have implemented voice over IP (VoIP) technology which 
leverages the network infrastructure to deliver voice and telephony services.  This provides 
significant advantages over legacy telephone systems including the ability to implement 
centralized call control, automated attendant functions, resilience for inbound/outbound 
calling and many other features.  While the current telephone systems are not the 
responsibility of Information Technology in BCPS, it is in most other organizations.  Because 
telephony is an important part of technology, the existing telephony environment was 



 

 

30 Bedford County Public Schools – Infrastructure Improvement Plan 

Page 30 of 50 

reviewed and goals and strategies were identified to align this service strategically with 
industry best practices. 

Currently, most phone systems in the schools do not support basic functions such as an 
automated attendant to provide information and route calls and voice mail to aid in the 
communication with parents.  Most schools do not have phones in the classrooms.  
Implementing phones in the classrooms would improve safety and security and enhance 
communication with parents and administration. 

Intercom systems in the schools are circa 1970 
technology.  The office at each school 
communicates to a classroom through a 
broadcast model where everyone in the 
classroom hears the conversation.  The ability 
for a teacher in a classroom to initiate a 
conversation or request to the office or 
administration personnel is very limited.  

3.6.1 DEVELOP PHASED IMPLEMENTATION PLAN FOR CONTEMPORARY TELEPHONY SOLUTION 
It is recommended that BCPS replace the existing telephone and intercom systems in the 
schools with a contemporary telephony platform.  The recommended network upgrades 
will prepare the networks at each of the schools to be able to support VoIP.  
Contemporary telephone systems utilize the network and would alleviate the need for the 
legacy cabling supporting both telephone systems and intercom systems in the schools.  
Circa 1970 intercom equipment such as the unit shown above would be removed.  The 
following are characteristics of a contemporary telephony platform. 

 Interactive Voice Response (IVR) which would provide the ability to automatically 
receive parent or other calls at each school and route the call appropriately 
without the need for human intervention unless it was desired. 
 

 Legacy Intercom Systems would be replaced by placing a phone in each room. 
 

 Implementing phones in each room would greatly improve safety and security. 
 

 Each teacher as well as all of the administration would have voice mail which 
would greatly enhance communication between teachers and parents. 

 

 All phone systems could be managed centrally utilizing a common interface 
alleviating the need for specific configuration and programming at each site. 

 

 Ability to do direct calling between all schools and administration. 
 

 Ability to utilize advanced external services such as session initiation protocol (SIP) 
to replace existing plain old telephone service (POTS) lines.  This is important 
because as the E-Rate funding for telephony goes away, BCPS will be required to 
bear the full burden of the cost of phone lines at each school.  By implementing a 
solution which can utilize the network and Internet to handle external 



 

 

31 Bedford County Public Schools – Infrastructure Improvement Plan 

Page 31 of 50 

inbound/outbound calls, this will eventually remove the need to have phones lines 
running into each school. 

There are many VoIP solutions on the market today.  Cisco is the market leader in VoIP 
technology.  They are also the most expensive.  While Cisco telephony products are 
great products, these solutions are not the right fit for BCPS due to cost and 
complexity.  Simply put, these solutions would be overkill for BCPS.  Below are three 
mid-market vendors.  Virtual IT has experience with all of these vendors based upon 
other clients we work with having implemented solutions from these vendors.  Any of 
these three would be a good fit for BCPS. 

 ShoreTel 
http://www.shoretel.com 
ShoreTel is similar to Cisco in software and equipment offerings in that ShoreTel is 
focused more on comprehensive enterprise deployment.  As a result, a ShoreTel 
solution would likely be more expensive than BCPS could afford but could be an 
option due to the flexibility in the deployment options. 
 

 Zultsys 
http://www.zultys.com 
Virtual IT has other local government clients who operate under a similar financial 
model as BCPS.  These solutions are affordable and provide a solid VoIP 
telephony platform.  This would be a solid option for BCPS. 
 

 CudaTel 
http://www.cudatel.com 
CudaTel is a subsidiary of Barracuda Networks which has a sound track record for 
reliable network and communication products.  The solutions offered by CudaTel 
are a very good fit for BCPS.  With this solution, each school would have its own 
communication server hardware.  Each of these communication servers would 
communicate with one another but could stand alone.  This architecture could use 
local POTS lines or the Internet for handling inbound/outbound calling outside of 
the school system.  In addition, this solution would use standard IP phones from 
Polycom which will work with most any VoIP platform.  This is an important design 
component.  Investing in phones which will work with multiple vendors provides a 
good long term strategy for BCPS.  In the event BCPS would replace the backend 
communication servers at some point, the phones would continue to work with most 
all open communication platforms.  Equipment from CudaTel was utilized in 
developing the cost estimates for BCPS. 

Another contemporary option is to utilize a hosted VoIP solution where the only 
equipment onsite would be the phones.  All other telephony equipment would be 
hosted offsite utilizing the Internet and the WAN for connectivity.  This option is a pay 
as you go type of model where BCPS would not be required to implement any 
equipment other than the phones.  Everything from the phone as well as the other 
infrastructure is owned by the provider and included in a monthly cost per user.  An 
average monthly cost per user would be approximately $20/user.  Below are three 
vendors which provide these services.   
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 ShoreTel Sky 
http://www.shoretelsky.com 
 

 Zultys 
http://www.zultys.com 
 

 Fonality 
http://www.fonality.com 
 

 The following table provides a summary of projected implementation cost for VoIP for 
each school in the district.  In addition, this table also has a column entitled “Yearly 
Recurring Cost for Hosted VoIP Solution”.  This provides BCPS with a comparison of 
the capital and yearly recurring costs for both an in-house and a hosted solution.  
Based on this comparison, it is recommended BCPS implement an in-house solution, not 
a hosted solution.    This projected estimate is based upon the following characteristics: 

 Polycom IP 335 VoIP Phone        $100 

 CudaTel Communication Server 370A     $5,699 

 1 Year Energize Updates for 370A      $1,519 

 Hosted VoIP Monthly Cost Per User      $20 

 
 
 
 
 

School 

 
 
 
 

Classrooms
(Estimated) 

 
 
 
 

Phone 
Cost 

 
 
 

Phone 
System 
Cost 

 
 
 
 

Total 
Cost 

 
 
 

Yearly 
Recurring 

Cost 

Yearly 
Recurring 
Cost for 
Hosted 
VoIP 

Solution 

Boonsboro Elementary (BNES)  25  2500  5699  8199  1519  6000 

Forest Elementary (FES)  20  2000  5699  7699  1519  4800 

New London Academy (NLA)  23  2300  5699  7999  1519  5520 

Otter River Elementary (ORES)  17  1700  5699  7399  1519  4080 

Thomas Jefferson Elementary 
(TJES) 

39  3900  5699  9599  1519  9360 

Bedford Elementary (BES)  33  3300  5699  8999  1519  7920 

Bedford Primary (BPS)  21  2100  5699  7799  1519  5040 

Big Island Elementary (BIES)  22  2200  5699  7899  1519  5280 

Montvale Elementary (MVES)  16  1600  5699  7299  1519  3840 

Huddleston Elementary (HES)  11  1100  5699  6799  1519  2640 

Goodview Elementary (GES)  37  3700  5699  9399  1519  8880 

Stewartsville Elementary (SES)  34  3400  5699  9099  1519  8160 

Moneta Elementary (MNES)  25  2500  5699  8199  1519  6000 

Elementary School Total  323  32,300  74,087  106,387  19,747  77,520 

Jefferson Forest High (JFHS)  90  9000  5699  14699  1519  21600 

Liberty High (LHS)  60  6000  5699  11699  1519  14400 

Bedford Science and Technology 
Center (BSTC) 

26  2600  5699  8299  1519  6240 

Staunton River High (SRHS)  73  7300  5699  12999  1519  17520 

High School Total  249  24,900  22,796  47,696  6,076  59,760 
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School 

 
 
 
 

Classrooms
(Estimated) 

 
 
 
 

Phone 
Cost 

 
 
 

Phone 
System 
Cost 

 
 
 
 

Total 
Cost 

 
 
 

Yearly 
Recurring 

Cost 

Yearly 
Recurring 
Cost for 
Hosted 
VoIP 

Solution 

Forest Middle (FMS)  71  7100  5699  12799  1519  17040 

Bedford Middle (BMS)  36  3600  5699  9299  1519  8640 

Staunton River Middle (SRMS)  45  4500  5699  10199  1519  10800 

Middle School Total  152  15,200  17,097  32,297  4,557  36,480 

Other 
(Phones and sites not included in 

classroom totals) 

    15,000  5,000   

       

BCPS Total  724  72,400  113,980  201,380  35,380  173,760 

 

3.6.2 MOVE RESPONSIBILITY FOR VOICE AND TELEPHONY TO INFORMATION TECHNOLOGY 
If BCPS moves forward with the recommendation to implement VoIP, it will be important 
for the responsibility for design, implementation and management to move to Information 
Technology.  This is based upon the fact that this solution will heavily rely upon the network 
and will be based upon digital technology consistent with the other technology 
infrastructure. 

3.7 Infrastructure Supporting End User Computing Technology 
This section of the plan addresses infrastructure which directly supports the end user 
computing devices which are utilized by students and teachers.  While these items are not 
within the core scope of this plan, items were noted during the infrastructure assessment 
which could present opportunities for BCPS.  The following strategies were developed to 
aid BCPS in continuing to improve the technology utilized in direct support of the end user; 
the student and teachers. 

3.7.1 IMPLEMENT MOBILE DEVICE MANAGEMENT SOLUTION 
As BCPS progresses with initiatives such as 1-to-1 which could result in the addition of up 
to 5,000 user devices, it will be CRITICAL to be able to effectively manage these devices 
with technology.  If technology is not implemented to keep up with, manage, and control 
these devices, BCPS will be faced with adding personnel.  Other school systems have 
failed with initiatives such as 1-to-1 because even though they were able to fund the 
devices, they were unable to support the devices ultimately rendering them useless to the 
students and teachers. 

BCPS should evaluate, select and implement a mobile device management (MDM) solution 
which can be utilized to manage mobile devices for teachers and students.  MDM solutions 
are intended to provide for management of the following three aspects: 

 Mobile Device Management (MDM) 

 Mobile Application Management (MAM) 

 Mobile Content Management (MCM) 
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This type of approach not only addresses the device but also the applications and the 
content which will reside on the devices.  There are a number of vendors in the market 
providing this type of solution.  Some of the most well-known which have clients in 
education and local government are as follows: 

 Absolute Software:  Absolute Manage 
http://www.absolute.com/en/products/absolute-manage/mdm 
This solution has arguably the most proven track record in education with what we 
believe to be the most successful implementations.  Cost estimates for 
implementing an MDM solution are based on Absolute Manage which is estimated 
at $20 per device per year resulting in an estimated cost of $100,000/year 
based on 5,000 devices. 
 

 AirWatch 
http://www.air-watch.com/solutions/education 
This solution as well as MobileIron have been widely deployed in private sector 
and local government. 
 

 MobileIron 
https://www.mobileiron.com/en/solutions/industry-solutions/education 
 

3.7.2 REPLACE EXISTING DESKTOP PRINTERS WITH MORE MULTI-FUNCTION DEVICES 
Teachers will likely be willing to give up their desktop printers which are costly to acquire 
and more costly to maintain if additional multi-function devices are deployed throughout 
each school.  This not only provides more devices with greater functionality but it reduces 
the technology footprint which BCPS personnel need to maintain. 

3.7.3 EXPLORE USE OF DESKTOP VIRTUALIZATION  
BCPS can utilize virtual desktop infrastructure (VDI) technology to extend the life of 
desktops, improve manageability of computer lab environments, and establish a 
mechanism for delivering a consistent user experience to mobile devices. 

This technology is not new but is just now becoming more mainstream.  Desktop 
virtualization allows the use of an inexpensive end point device known as a thin client to 
connect to a common virtual desktop image running on a server.  The advantage of this 
architecture is that a single, common image can be utilized for each endpoint allowing for 
greater efficiencies in overall management of the endpoints resulting in lower costs.  The 
cost of the thin client devices is also typically half that of a full desktop computer. 

It is recommended that BCPS complete a desktop virtualization pilot to fully explore how 
this technology may fit into a long-term strategy for providing a consistent user 
experience for students and teachers. 

The following is a projected cost summary for desktop virtualization.  The following are 
characteristics of this solution: 

 Utilizes VMWare vSphere as the hypervisor platform. 
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 Utilizes Citrix VDI-in-a-Box for VDI functionality. 
 

 Utilizes Wyse C10LE thin client which could replace the existing desktop 
computers.  Existing computers could still be utilized in lieu of the thin client 
devices.  Each desktop would have a Citrix client which would then connect to a 
virtual desktop. 

 

 Students and teachers would also utilize their devices, iPads or laptops, to connect 
to a virtual desktop as well. 

 

 VDI would allow BCPS to deploy software to virtual desktops instead of 
deploying to each client device.  Client devices would then essentially function as 
a “dumb terminal” connecting to a virtual desktop image. 
 

 VDI-in-a-Box for Education Reference Information 

 http://www.citrix.com/products/vdi-in-a-box/overview.html 

 https://www.youtube.com/watch?v=qp4U8u-_s2w 

 
Component 

Unit 
Cost 

15 
Users 

30 
Users 

45 
Users 

60 
Users 

Citrix VDI‐in‐a‐Box(15 Users)  2975  2975  5950  8925  11900 

Dell R720 Servers Deployed in a 
Pair for High Availability 

5300  10600  10600  10600  10600 

VMWare vSphere v5.5 Essentials 
(3 Servers) 

495  495  495  495  495 

VMWare vSphere Maintenance  65  65  65  65  65 

Microsoft VDA License  100  1500  3000  4500  6000 

Dell Wyse C10LE Thin Client ‐ DTS 
‐ 1 x C7 1 GHz ULV ‐ RAM 512 MB 
‐ Flash 128 MB ‐Gigabit LAN ‐ 
Wyse Thin OS 

277  4155  8310  12465  16620 

TOTAL COST    19790  28420  37050  45680 

Estimated Cost Per User:    1,319  947  823  761 

Estimated Cost Per User with 
Existing Client Hardware: 

  1,042  670  546  484 

 

3.7.4 STANDARDIZE ON MICROSOFT OFFICE 365 OR GOOGLE FOR EDUCATION 
Both of these platforms would be available to BCPS at no cost.  Google is available at no 
cost to educational institutions.  Office 365 would be available to BCPS as a result of the 
existing Microsoft license agreement which is in place.  These platforms would be utilized 
by teachers and students and would provide access to applications, file storage, email 
and other capabilities.  It is likely that E-Rate funding will be discontinued for services such 
as email and web hosting.  Transitioning email to either of these platforms would allow 
BCPS to continue to provide email to students, teachers and administration at no cost.  
BCPS would be responsible for paying for additional services such as email archive but 
those services are available at a reasonable cost. 

While Google for Education has a good deal of apps that are specialized for education, 
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Microsoft Office 365 provides better functionality for other applications commonly utilized 
by students such as Microsoft Word, Excel and PowerPoint.  In addition, email capability 
and functionality is more robust with Office 365 as is file storage.  While BCPS should 
continue to leverage Google for Education for educational content, Office 365 would be 
a better choice to utilize for common desktop applications and services. 

The worst decision would be no decision.  BCPS should evaluate both services and 
determine which service would best meet the needs of students, teachers and 
administration within the district and take advantage of these offerings. 

 Google for Education  

 Microsoft Office 365 for Education 

3.8 Technology Organization 
One of the most significant single points of failure BCPS has with technology 
infrastructure is with personnel.  There is currently a single person responsible for 
administration of the district’s network and another person responsible for administration 
of the systems which all schools rely upon.  Fortunately for BCPS, the quality of existing 
resources has masked the lack of quantity of resources.  The following strategies are 
recommended to stabilize this vulnerability and risk.  

3.8.1 ESTABLISH SYSTEM ADMINISTRATOR POSITION 
This new position would work in concert with the Systems Engineer providing a 2-deep 
bench for the systems administration function.  Currently, the systems administration 
function is responsible for the administration of all key systems with minimal support from 
external resources.  This includes the following: 

 Administration of 21 servers residing at each school 

 Administration of over 30 servers residing in primary computer room 

 Administration of Active Directory and other key network services 

 Administration of key applications including PowerSchool, Hartland Café Express, and 
Destiny Library Manager 

 Administration of key security services including K7 Endpoint Security and iBoss 
Network Security which protects the school network from the public Internet 

 Coordination, support and supervision of Zone Technicians for all 21 schools 

This role will also need to be involved in new initiatives which are defined in this plan 
including: 

 Site Co-Location to Support Disaster Resilience 

 Server virtualization 

 Secondary Internet Connection 

 Virtual Desktop Pilot 

 Implementation of Office 365 and Google for Education 

 Implementation of Mobile Device Management Solution 

Not only is it important to implement redundancy for the existing responsibilities, it will 
become even more critical as new services such as the ones above are implemented. 
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3.8.2 RESTRUCTURE NETWORK ADMINISTRATION FUNCTION 
Industry best practice for Information Technology organizations is to have a hierarchy for 
key roles supporting technology.  BCPS has this in the systems administration area with this 
role having the title of Systems Engineer.  Through the implementation of strategy 3.8.1, 
the Systems Administrator role will be established. 

The same structure should be established for the Network support function.  BCPS should 
establish a Network Engineer role and move the existing Network Administrator into this 
role.  The vacated Network Administrator role should then be filled.  This would establish a 
consistent hierarchy for network support and administration. 

The existing Network Administration role is responsible for a number of critical services 
including the following: 

 Administration of the wide area network and related equipment connecting all schools 

 Administration of the Internet connection and related equipment 

 Responsible for the design, implementation, and support of the network infrastructure 
within each of the schools 

 Responsible for the implementation and management of the wireless network 
supporting client connectivity within each of the schools 

 Responsible for the implementation and support of the video surveillance technology 
at each school 

 Responsible for video distribution infrastructure at each school 

 This role also serves as procurement coordinator for technology 

In addition to these current responsibilities, this plan will involve additional responsibilities 
for this role as a result of the following initiatives: 

 Site Co-Location to Support Disaster Resilience 

 Secondary Internet Connection 

 Upgrade of Network Infrastructure at Each School 

 Upgrade of the Wide Area Network 

 Implementation of Contemporary Telephony Platform 

Not only is it important to implement redundancy for the existing responsibilities, it will 
become even more critical as new services such as the ones above are implemented. 

3.8.3 ESTABLISH CONTRACT FOR SYSTEMS INTEGRATION SUPPORT 
In addition to the changes recommended above for the Information Technology group, it is 
recommended that BCPS establish a relationship and contract with a regional systems 
integrator that can provide systems engineering, network engineering, and voice and 
telephony services.  By having this contract in place, BCPS can call upon these resources 
should internal resources need assistance to solve problems or issues.  These resources can 
also be utilized to supplement existing staff to get through peaks in project workload 
which would allow BCPS to increase the velocity of some projects. 
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4 COST AND IMPLEMENTATION SUMMARY 
This section of the plan is intended to provide a summary of the strategies along with the 
related capital and yearly recurring costs.  It should be noted that the costs as shown are 
estimates.  As BCPS gains approval to move forward with any of these recommendations, 
actual costs may vary based upon results from the procurement process.  Additional comments 
regarding the costs as shown are as follows: 

 Costs as shown are typical list prices available to K-12 education environments 

 Costs do not reflect potential E-Rate Category 2 discounts up to 70% which will likely 
be available 

 These costs do not reflect the result of the existing round of E-Rate funding for the 
wide area network.  That process is currently underway. 

4.1 Cost Summary 
The following cost summary coincides with the strategies which are defined in the previous 
section of this document. 

PLAN 
REFERENCE  STRATEGY  PHASE  CAPITAL COST 

RECURRING 
YEARLY COST 

3.1  FACILITIES    4,000  0 

3.1.1  Implement Integrated Video Surveillance and 
Environmental Monitoring in Computer Room 

1  1,000  0 

3.1.2  Implement Co‐Location Site to House 
Technology Infrastructure 

1  3,000  0 

3.1.3  Utilize SolarWinds to Proactively Monitor 
Infrastructure 

1  0  0 

3.2  NETWORK INFRASTRUCTURE AND SERVICES  1,252,746  111,900 

3.2.1  Continue to Improve Wide Area Network 
Connectivity 

2  50,460  0 

3.2.2  Implement Network Redundancy to Support Co‐
Location 

2  0  0 

3.2.3  Implement Redundant Internet Connection  4  15,000  3,300 

3.2.4  Implement VLANs to Improve Security and 
Performance 

3  0  0 

3.2.5  Improve Network Distribution and Access 
Infrastructure within Each School 

3 
   

3.2.5.1  Do Not Upgrade Network Cabling to Support 
Client Access 

3  0  0 

3.2.5.2  Upgrade Network Backbone Cabling  3  201,885  0 

3.2.5.3  Replace Distribution/Access Switches to Support 
1Gbps Backbone  3  406,925  0 

3.2.5.4  Improve Wireless Density to Support Client 
Access 

3  578,476  108,600 

3.2.5.5   Clean Up Existing Cabling Terminations  3  0  0 

3.2.6  Improve DHCP Resilience  3  0  0 

3.3  SERVER, STORAGE, AND BACKUP  45,619  10,500 

3.3.1  Implement Server Virtualization  1  25,619  1,500 

3.3.2  Utilize Combination of Local and Cloud Backups 
to Enhance Disaster Resilience 

5  20,000  9,000 

3.4  INFORMATION AND PHYSICAL SECURITY  20,000  0 

3.4.1  Implement DMZ to Improve Internet Security  4  0  0 

3.4.2  Implement Video Matrix to Improve Access 
Security and Monitoring 

4  20,000  0 
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PLAN 
REFERENCE  STRATEGY  PHASE  CAPITAL COST 

RECURRING 
YEARLY COST 

3.4.3  Work with Bedford County Sheriff’s Department 
to Deploy Remote Video Access 

7  0  0 

3.4.4  Implement Enterprise Access Control to Improve 
Overall Physical Security Posture 

7  0  0 

3.5  VIDEO DISTRIBUTION AND COLLABORATION  0  50,000 

3.5.1  Transition to Contemporary Strategy to 
Integrate Video into Instruction 

5  0  50,000 

3.5.2  Clean Up Existing Implementation  5  0  0 

3.6  VOICE AND TELEPHONY  201,380  35,380 

3.6.1  Develop Phased Implementation Plan For 
Implementation of VoIP Telephony 

5  201,380  35,380 

3.6.2  Move Responsibility for Voice and Telephony to 
Information Technology 

5  0  0 

3.7  INFRASTRUCTURE SUPPORTING END USER 
COMPUTING TECHNOLOGY   

9,200  100,000 

3.7.1  Implement Mobile Device Management  4  0  100,000 

3.7.2  Replace Existing Desktop Printers with More 
Multi‐Function Devices 

6  0  0 

3.7.3  Explore the Use of Desktop Virtualization  6  9,200  0 

3.7.4  Standardize on Microsoft Office 365 or Google 
for Education 

6  0  0 

3.8  TECHNOLOGY ORGANIZATION  0  125,000 

3.8.1  Establish Systems Administrator Position  1  0  50,000 

3.8.2  Restructure Network Administration Function  1  0  50,000 

3.8.3  Establish Contract for Systems Integration 
Support 

2  0  25,000 

  TOTALS  1,532,945  432,780 

 

4.2 Implementation and Phase Summary 
This section of the plan outlines the recommended order of implementation.  Implementation 
is broken down into phases.  Implementation of this infrastructure plan is not unlike building 
a house.  First, the foundation must be established and fortified.  Next, you can begin 
adding other services onto the foundation.  A summary of the defined phases is detailed 
below.   

This implementation plan is intended to establish the interdependencies between the 
strategies.  It is not meant to be a comprehensive implementation plan because at the time 
this plan is being developed, funding for these initiatives is unknown.  Once BCPS has 
confirmation of funding for these initiatives, BCPS should forward engineer this high 
implementation plan into a detailed implementation plan. 

Phase 1: This phase will focus on addressing current risk issues.  This 
phase will involve establishing a co-location site and establishing 
necessary infrastructure to begin utilizing the co-location site to reduce 
overall risk and improve disaster resilience. 

Phase 2: This phase will focus on necessary upgrades to the wide area 
network linking all the schools to the current primary computer room, the 
planned co-location facility and the Internet. 
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Phase 3: This phase will focus on the network infrastructure upgrades 
at the schools in the district.  This will involve upgrading the network 
backbone cabling, replacing existing backbone switches and fully 
deploying wireless.  There are a number of ways this implementation can 
be planned and prioritized.  Other initiatives underway within the district 
which are outside the scope of this plan will likely impact the order of 
implementation.  BCPS should evaluate the order in which this 
implementation will be approached based upon other initiatives such as 
1-to-1 or implementation of mobile computer labs. 

Phase 4: This phase will involve additional improvements to improve 
resilience and improve capacity of the network including the 
implementation of a redundant Internet connection.  During this phase, 
BCPS will also implement a mobile device management (MDM) solution to 
position the district for deployment of additional tablets or laptops on the 
network. 

Phase 5: Phases 1 through 4 involves continued implementation of the 
foundation for the network so that it can support advanced services such 
as voice and video.  During Phase 5, BCPS will begin implementation of 
advanced services on the network including voice and video. 

Phase 6: This phase will continue implementation of additional services 
which will utilize the network and will be more focused toward the user 
including a pilot for desktop virtualization and implementation of Office 
365 or Google for services including email and cloud-based file storage. 

Phase 7: This phase will focus on the potential of implementing an 
enterprise access control system and other physical security measures such 
as working with Bedford County Sheriff’s Department to deploy remote 
access to video at all schools. 

PLAN 
REFERENCE  STRATEGY  PHASE 

CAPITAL 
COST 

RECURRING 
YEARLY COST 

3.1.1  Implement Integrated Video Surveillance and 
Environmental Monitoring in Computer Room 

1  1,000  0 

3.1.2  Implement Co‐Location Site to House 
Technology Infrastructure 

1  3,000  0 

3.1.3  Utilize SolarWinds to Proactively Monitor 
Infrastructure 

1  0  0 

3.3.1  Implement Server Virtualization  1  25,619  1,500 

3.8.1  Establish Systems Administrator Position  1  0  50,000 

3.8.2  Restructure Network Administration Function  1  0  50,000 

  Phase Total  29,619  101,500 

3.2.1  Continue to Improve Wide Area Network 
Connectivity 

2  50,460  0 

3.2.2  Implement Network Redundancy to Support Co‐
Location 

2  0  0 

3.8.3  Establish Contract for Systems Integration 
Support 

2  0  25,000 

  Phase Total  50,460  25,000 

3.2.4  Implement VLANs to Improve Security and 
Performance 

3  0  0 
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PLAN 
REFERENCE  STRATEGY  PHASE 

CAPITAL 
COST 

RECURRING 
YEARLY COST 

3.2.5  Improve Network Distribution and Access 
Infrastructure within Each School 

3 
   

3.2.5.1  Do Not Upgrade Network Cabling to Support 
Client Access 

3  0  0 

3.2.5.2  Upgrade Network Backbone Cabling  3  201,885  0 

3.2.5.3  Replace Distribution/Access Switches to Support 
1Gbps Backbone 

3  406,925  0 

3.2.5.4  Improve Wireless Density to Support Client 
Access 

3  578,476  108,600 

3.2.5.5   Clean Up Existing Cabling Terminations  3  0  0 

3.2.6  Improve DHCP Resilience  3  0  0 

  Phase Total  1,187,286  108,600 

3.2.3  Implement Redundant Internet Connection  4  15,000  3,300 

3.4.1  Implement DMZ to Improve Internet Security  4  0  0 

3.7.1  Implement Mobile Device Management  4  0  100,000 

  Phase Total  15,000  103,300 

3.3.2  Utilize Combination of Local and Cloud Backups 
to Enhance Disaster Resilience 

5  20,000  9,000 

3.5.1  Transition to Contemporary Strategy to 
Integrate Video into Instruction 

5  0  50,000 

3.5.2  Clean Up Existing Implementation  5  0  0 

3.6.1  Develop Phased Implementation Plan For 
Implementation of VoIP Telephony 

5  201,380  35,380 

3.6.2  Move Responsibility for Voice and Telephony to 
Information Technology 

5  0  0 

  Phase Total  221,380  94,380 

3.7.2  Replace Existing Desktop Printers with More 
Multi‐Function Devices 

6  0  0 

3.7.3  Explore the Use of Desktop Virtualization  6  9,200  0 

3.7.4  Standardize on Microsoft Office 365 or Google 
for Education 

6  0  0 

  Phase Total  9,200  0 

3.4.2  Implement Video Matrix to Improve Access 
Security and Monitoring 

7  20,000  0 

3.4.3  Work with Bedford County Sheriff’s Department 
to Deploy Remote Video Access 

7  0  0 

3.4.4  Implement Enterprise Access Control to Improve 
Overall Physical Security Posture 

7  0  0 

  Phase Total    20,000  0 

  Grand Total    1,532,945  432,780 
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5 APPENDIX A – REFERENCES 
Reference  Description  URL 

APC  APC NetBotz  http://www.apc.com/products/family/index.cfm?id
=346 

Barracuda Networks  Backup, SPAM  https://www.barracuda.com  

BarraGuard  Barracuda Backup Server  http://www.barraguard.com/ 

BarraGuard  VoIP Equipment Provider  http://www.barraguard.com/ 

Blackboard Collaborate  Online Learning and 
Collaboration Platform 

http://www.blackboard.com/Platforms/Collaborate
/Overview.aspx 

CDW‐G  Network Equipment  http://www.cdwg.com/ 

Cisco Catalyst 2960 
Feature Comparison 

Distribution and Access 
Switch 

http://www.cisco.com/c/dam/en/us/products/colla
teral/switches/catalyst‐2960‐x‐series‐
switches/feature‐comparison‐c83‐731053.pdf 

Cisco Catalyst 2960 
Switch Models 

Distribution and Access 
Switch 

http://www.cisco.com/c/en/us/products/switches/
catalyst‐2960‐x‐series‐switches/models‐
comparison.html 

Cisco Catalyst 3850 
Switch Models 

Core Switch  http://www.cisco.com/c/en/us/products/switches/
catalyst‐3850‐series‐switches/models‐
comparison.html 

Cisco Data Center 
Interconnect 

Data Center Interconnect 
Whitepaper 

http://www.cisco.com/c/en/us/solutions/data‐
center‐virtualization/data‐center‐
interconnect/index.html 

Cisco Enhanced Interior 
Gateway Routing 
Protocol(EIGRP) 

Routing Protocol 
Reference 

http://www.cisco.com/c/en/us/support/docs/ip/en
hanced‐interior‐gateway‐routing‐protocol‐
eigrp/16406‐eigrp‐
toc.html?referring_site=RE&pos=1&page=http://w
ww.cisco.com/c/en/us/support/docs/ip/enhanced‐
interior‐gateway‐routing‐protocol‐eigrp/13669‐
1.html 

Cisco Meraki  Access Points  https://meraki.cisco.com/  

Citrix VDI‐in‐a‐Box  Desktop Virtualization  http://www.citrix.com/products/vdi‐in‐a‐
box/overview.html 

DNSMadeEasy  DNS Provider  http://www.dnsmadeeasy.com 

E‐Rate Modernization 
Order 

E‐Rate Funding Change 
Overview 

http://www.fcc.gov/page/summary‐e‐rate‐
modernization‐order 

Fonality  VoIP Provider  http://www.fonality.com  

Moodle  Open Source Learning 
Platform 

https://moodle.org/ 

Orion SolarWinds  Network and Server 
Monitoring 

http://www.solarwinds.com  

PROVANTAGE  Network Equipment  http://www.provantage.com/ 

ShoreTelSky  VoIP Provider  http://www.shoretelsky.com 

The Impact of 
Broadcast and 
Streaming Video in 
Education 

Study commissioned by 
Cisco and completed by 
Wainhouse Research, LLC 

http://cp.wainhouse.com/content/impact‐
broadcast‐and‐streaming‐video‐education 

Vicon Security  Video Surveillance 
Software 

http://www.vicon‐security.com/education‐special‐
offer.htm 

VMWare  Virtualization Software  http://www.vmware.com 
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6 APPENDIX B – CISCO 2960X SWITCH FEATURE REFERENCE 
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7 APPENDIX C – MERAKI ACCESS POINT 
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8 APPENDIX D – VMWARE VSPHERE RECOMMENDED HARDWARE CONFIGURATION 
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9 APPENDIX E – VMWARE VSPHERE ESSENTIALS PLUS KIT 
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10 APPENDIX F – BARRACUDA BACKUP 
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